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server {
listen 80;
server_name example.com;
location / {
proxy_pass http://localhost:3000; # [TT1111 3000[1]
proxy_set _header Host $host;
proxy_set header X-Real-IP $remote_addr;
proxy set header X-Forwarded-For $proxy _add x_forwarded for;
}
}
( i
proxy_pass IIIII10
proxy_set_header I
proxy_redirect [IIII10 Location[] Refresh[]
proxy_buffering I
proxy_connect_timeout [MIIIIIIIII0

proxy_read_timeout IIIIIIIII0



1.

http {

upstream backend {
server backendl.example.com weight=5;
server backend2.example.com;

server backend3.example.com backup;

# 1110

# least_conn; # 1101
# ip_hash; # P
# random; # M

server {
listen 80;

server_name example.com;

location / {
proxy_pass http://backend;
include proxy_params; # [111] proxy[T]

2. WebSocket

server {

listen 80;

server_name example.com;

location /ws/ {
proxy_pass http://websocket backend;

proxy_http_version 1.1;



proxy_set header Upgrade $http_upgrade;
proxy_set _header Connection "upgrade";

proxy_read_timeout 86400; # WebSocket[TTT]

3. HTTPS/SSL

server {

listen 443 ssl;

server_name example.com;

ssl_certificate /path/to/cert.pem;
ssl_certificate_key /path/to/key.pem:;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH:!aNULL:!MD5;

location / {
proxy_pass http://backend;

proxy set header X-Forwarded-Proto $scheme;

# HTTPII HTTPS
server {
listen 80;
server_name example.com;

return 301 https://$host$request_uri;

1.




location / {

proxy_pass http://backend;

# [110

proxy_buffers 16 32k;
proxy_buffer_size 64Kk;
proxy_busy_buffers_size 128k;

# [110

proxy_cache my_cache;
proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 1m;

# 1110

proxy _temp file write_size 64k;

2.

location / {

proxy_pass http://backend;

# 11110
keepalive 32;
keepalive_timeout 30s;

keepalive_requests 100;

# 110
proxy_connect_timeout 5s;
proxy _send_timeout 10s;

proxy read_timeout 30s;




server {

# ..

# [ NginxI

server_tokens off;

# 11110
add_header X-Frame-Options "SAMEORIGIN";

# XSS[MJ
add_header X-XSS-Protection "1; mode=block";

# [I1111]

add_header Content-Security-Policy "default-src 'self'";

# 1111 HTTP[
if ($request_method !~ ~(GET|HEAD|POST)$ ) {
return 405;

2.

location /admin/ {

proxy_pass http://backend;

# P[]

allow 192.168.1.0/24;
allow 10.0.0.1;

deny all;

# [110
auth_basic "Admin Area";

auth_basic_user_file /etc/nginx/.htpasswd;

# 1110

limit_req zone=one burst=10 nodelay;



Nginx[TTTTTTTIT
m il

$host 1110 Host[]
$remote_addr I 1P
$proxy_add_x_forwarded_for 11 IP[] X-Forwarded-For[]
$scheme 011 (http[] https)
$request_uri 1111 URI
$server_port 11

1.

http {

log_format proxy_log '$remote_addr - $remote_user [$time_local] '
"$request" $status $body_bytes sent’
""$http_referer" "$http_user_agent"'

'$upstream_addr $upstream_response_time’;

access_log /var/log/nginx/proxy_access.log proxy_log;

2.

location / {

proxy_pass http://backend;

# (11
add_header X-Upstream-Addr $upstream_addr;

add_header X-Cache-Status $upstream_cache_status;



# [0
proxy_intercept_errors on;

error_page 500 502 503 504 /50x.html;

1. 111110 (TIIIIIIII (0 proxy _params )[TIT] include [T]
2. [111] 11 keepalive [TTTTTITIIT]

3. I (T T T T I T

4. 110 a1 $upstream_response_time [IT]

5.0 O HTTP[

6. [TI1110 (TTIIIIIIITO client._max_body_size

Nginx proxy pass URL
LT

Nginx[] proxy_pass [[TTTTTTTTIITITIIT] URL
U T

location /path/ {

proxy_pass http://backend;

1. (/) Proxy pass

[0 [ proxy pass[] URLIIITIT] Nginx[T] location [TTTTIIT] URITITIIT]




location /api/ {
# [ /api/luser - [11] http://backend/user
proxy_pass http://backend/;

2. Proxy pass

[0 [ proxy_pass [J] URLITITITT] Nginx[TT1T] URIIITIT

location /api/ {
# [ /api/luser - [11] http://backend/api/user
proxy_pass http://backend;

3. [] URI Proxy pass

(0 [0 proxy pass[I] URIII Nginx[TTTTIIIIIIT location [TT]

location /old/ {
# [[1 /old/page - [II]  http://backend/new/page
proxy_pass http://backend/new/;

1. location Proxy pass

location ~ ~/user/(\d+) {
# [ /user/123 - [I1]  http://backend/profile/123
proxy_pass http://backend/profile/$1;

2. URI




location /shop/ {
rewrite ~/shop/(.*)$ /store/$1 break;
# [ /shop/item - [TT] http://backend/store/item

proxy_pass http://backend;

3. URL

location / {
# 1110
proxy_pass http://backend$request_uri;

| ] proxy_pass||||

1. $scheme

location / {
#[II0  http[ https]

proxy_pass $scheme://backend;

2. $host

location / {

# 110 Host[]
proxy_pass http://backend/$host$uri;

1. WebSocket




location /ws/ {
proxy pass http://backend;
proxy_http_version 1.1;
proxy_set header Upgrade $http_upgrade;

proxy_set _header Connection "upgrade";

2. HTTPS

location / {

proxy_pass https://backend;
proxy_ssl verify off; # [TT11111

1.

M OO0 /api /api/ 111

M 0

location /api {

# (1111 /on /O
proxy_pass http://backend/api/;

2.

(0 [T /api/api

[ O

location /api/ {

# [1] proxy_pass[] /1]
proxy_pass http://backend/;



3.

[0 0 URLIITIIITTT]

[

location / {
proxy_pass http://backend;
proxy_redirect off;
proxy set header Host $host;
proxy_set header X-Real-IP $remote_addr;

proxy_set header X-Forwarded-For $proxy_add_x_forwarded_for;

1. 00 010 proxy_pass [TTTTTTTTTT]

2. [0 I curl -v [TTTITIT] URL

3.0 OO0 NginxIITIT] $upstream_addr [] $request_uri
4. [I11] LTTTTTIITITTTII URL

5. 100 000 URLOTIIITITIITIIT ASCIIT

(LTI NQinX [T



rocky [T] Naginx[ITIIT]

[0 Rocky Linux [IT] Nginx [TT111

1.

(ITITITIT]

sudo dnf update -y

2. Nginx
Rocky Linux [TTT1T] NginX[TTTITIT]

sudo dnf install nginx -y

3.

sudo systemctl start nginx

sudo systemctl enable nginx

4., Nginx

sudo systemctl status nginx

11 active (running) [ITJ Nginx [T1111

5.

(I HTTP (80)[J HTTPS (443) (1T

sudo firewall-cmd --permanent --add-service=http

sudo firewall-cmd --permanent --add-service=https



sudo firewall-cmd --reload

6.

[LITTTTIIT]

http://11110

[LTITIT]
(LTI

[LITITTITIT]

IP [TITTT11] Nginx [TTTT1T]
IP
/etc/nginx/nginx.conf [TTTTTTTIT] /etc/nginx/conf.d/ [] /etc/nginx/sites-available/

Nginx[]

sudo nginx -t # [T11111

sudo systemctl

reload nginx # [I11111

(00 Nginx 110 Rocky Linux [TTTTITT] 1l

Nginx

1. (TTITIIT Nginx

sudo systemctl
sudo systemctl
sudo systemctl

sudo systemctl

start nginx # [

stop nginx # [

restart nginx  # [TTII11110

reload nginx  # [QTTTTIITTIIIIT]

2. 11 Nginx ]

sudo systemctl

sudo nginx -t

3. [II1I1]

sudo systemctl

sudo systemctl

status nginx  # [I1110J
# [T

enable nginx  # [T11111
disable nginx  # [I1111]



4. []] Nginx[]]

nginx -v # 110
nginx -V # [

5.1 Nginx []]

ps aux | grep nginx # [I] Nginx [T

6. [111]

Nginx [ITIT1T]
e [[IIT] /var/log/nginx/access.log
o [I111] /var/log/nginx/error.log
(LIIITT]

sudo tail -f /var/log/nginx/access.log # [TTTT111]
sudo tail -f /var/log/nginx/error.log # [TTII111]

7. 1111

o (1111 [ /etc/nginx/nginx.conf
o [T11] [LIT] /etc/nginx/conf.d/ [] /etc/nginx/sites-available/ [TTTTTT]

[LITITTITITTI

sudo nginx -t # (11110
sudo systemctl reload nginx # ITTTTTTIITIT]

8. [1TT11] Server Block[ITIT]

[0 /etc/nginx/conf.d/example.conf []]

server {
listen 80;
server_name example.com www.example.com;
root /var/www/example;

index index.html;

location / {



try_files $uri $uri/ =404;

sudo nginx -t && sudo systemctl reload nginx

9. 11 Nginx

sudo dnf remove nginx -y # [I] Nginx

sudo rm -rf Jetc/nginx/  # [T

[TTITITITII Nginx 11T
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Nginx
O A e
Nginx [TTTT1T]

1. [T] logrotate ([T] )

logrotate [] Linux [TTTITTTTTIITITIIT] Nginx [TT1T]

1. [I1 logrotate [T1T] (1110 /etc/logrotate.d/nginx )

sudo nano /etc/logrotate.d/nginx

2. [0

/var/log/nginx/*.log {

daily

missingok

rotate 14

compress

delaycompress

notifempty

create 0640 www-data adm

sharedscripts

postrotate
if [ -f /var/run/nginx.pid 1; then

kill -USR1 "cat /var/run/nginx.pid’

fi

endscript




e daily : [TIT]

e missingok : [TTTTTTITIITT]

e rotate 14 : [I] 141110

e compress : [I] 9zip 111

e delaycompress : [TTTTTTITITI

e notifempty : [TITITIIIT]

e create 0640 www-data adm : [TTTTTTITIITIT]

e sharedscripts : [TTTTITITIT] postrotate [T]
e postrotate : [T] Nginx [TTTITIT]

3. IIIIm

sudo logrotate -d /etc/logrotate.d/nginx

4. 111 logrotate

sudo logrotate -f /etc/logrotate.d/nginx

2. 1] cron []III]

1. [TIIII10 /usr/local/bin/nginx_logrotate.sh :

#!/bin/bash

# Nginx 110

LOGS_PATH=/var/log/nginx

# (11111

YESTERDAY=$(date -d "yesterday" +%Y-%m-%d)

# [T

mv ${LOGS_PATH}/access.log ${LOGS_PATH}/access_${YESTERDAY}.log
mv ${LOGS_PATH}/error.log ${LOGS_PATH}/error_${YESTERDAY}.log

# [0 Nginx 1110 USRI [TTTTITTITT]

kill -USR1 $(cat /var/run/nginx.pid)

2. [0

chmod +x /usr/local/bin/nginx_logrotate.sh

3. [I1 cron 11111

crontab -e



(LT

0 0 * * * Jusr/local/bin/nginx_logrotate.sh

3. IITTTTTTIT]
1.19.6+)

Nginx 1.19.6

http {
log_format custom '$remote_addr - $remote_user [$time_local] '

$request" $status $body bytes sent'
"$http_referer" "$http_user_agent"’;

access_log /var/log/nginx/access-${year}${month}${day}.log custom;

[LIT] map [TTTITTIT]

map $time_iso8601 $year {
default '0000";
'~ (7<yyyy=>\d{4})-' $yyyy;

map $time_iso8601 $month {
default '00";
'~M\d{4}-?<mm>\d{2})-' $mm;

map $time_iso8601 $day {
default '00';
'~M\d{4}-\d{2}-(?<dd>\d{2})' $dd;




1. 111717 (LTI
2. [1T111 [TIT1 GoAccess[] AWStats [TTTTT1T]
3. I (LTI

- [ Nginx QT

[LITTTTIIITI

(LTI logrotate [TTTITTTITTT]
(LTI

P WhNhH

TTTITITIITIIIIII0d logrotate [TTT1T]

Linux [JTITTITT]



