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(IO Continuous Integration, CI
AR NNRRRRENNRRRRENNRRRRENNRRRRENNRNREEN]

1. (TTTTITIT]

e GitHub/GitLab/Bitbucket[TTTITIT] Webhook[T] CI[IT]
e Git Submodules[TTTTITIT]

2. Cl/CD [1]

e Jenkins[TTTTTTTTTIITIIITIIT]
e GitHub Actions[ITIT] GitHub[] YAMLIIIIT

e GitLab CI/CD[IT] GitLab[TTTITIIIT]
e CircleCITTTITIITITTITITT]

e Travis CI[IT] CIOTIITIIIIO

3. [III11T]

e Maven/Gradle[] Java[ll] npm/Yarn[] JavaScript[] pip/Poetry[] Python[T]
e DockerITTITITITITIIT]

4. 111

e 1111 0 JUnit] Javal[ll pytest[] Python[I] Jest[] JS[T]
e [110J 0 Postman[] API[T] Selenium[] UIT]
o [1IT1] [] SonarQube[] ESLint/Prettier[]

5. [ITIT]
e Kubernetes[] k8s[] [TITIIIIIIT]
e Terraform[[111111] laC[T]

e Ansible/Chef(ITITITIT]
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1. 1110 10 Git Hook[IIIITIT]

2. 11110 00 DockerIITITII
3. [T 0
o [ITITTITTITI
o [TTITIITITIIT]
o E2E[TIIIIIIT
4. 111 (TIIITII1 Docker[TT] JAR[II] Nexus[] Harbor[IIT]
5. (11 ERRNNNRRRENNRNREEND

[T 1] GitHub Actions[][]]]

# .github/workflows/ci.yml
name: Cl Pipeline
on: [push]
jobs:
build-and-test:
runs-on: ubuntu-latest
steps:

- uses: actions/checkout@v4



- run: npm install
- run: npm run build
- run: npm test
deploy:
needs: build-and-test
runs-on: ubuntu-latest
steps:

- run: kubectl apply -f k8s/deployment.yaml

1] 2[] Jenkins + Docker[]]T]

// Jenkinsfile
pipeline {
agent { docker 'maven:3.8.6' }
stages {
stage('Build') {
steps {
sh 'mvn clean package'
}
}
stage('Test') {
steps {
sh 'mvn test'
}
}
stage('Deploy') {
steps {
sh 'docker build -t myapp .'
sh 'docker push myrepo/myapp'
}
}
}

1. 111 [LIITIT] ST
2. 1] LTI
3. [T (TITTITTITITTIT]




4. 1110 110 ELKIIID Prometheus[ITI1]

5. [II1] M CIIO  Trivy[IIIIIO OWASP ZAPIIIIIL]
e I  CIOIIIIIIIIIIT APITITTTIIIT]
e [[I] CI[ Fastlane[] iOS/Android[ITITI1] Firebase Test Lab[]

e Serverless[] AWS CodePipeline + Lambda[TIIIIT]
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Jenkins [T]T]

(1110 Jenkins [IT1T] (TTITIT] (LTI 0 [OII 11
Linux/Windows [IT]

1. Jenkins

Linux (Ubuntu/CentOS)

# 11 Java (Jenkins[I] )
sudo apt update && sudo apt install openjdk-11-jdk -y # Ubuntu
sudo yum install java-11-openjdk -y # CentOS

# [ Jenkins [I11T]

curl -fsSL https://pkg.jenkins.io/debian/jenkins.io.key | sudo tee /usr/share/keyrings/jenkins-keyring.asc >
/dev/null

echo "deb [signed-by=/usr/share/keyrings/jenkins-keyring.asc] https://pkg.jenkins.io/debian binary/" | sudo tee
/etc/apt/sources.list.d/jenkins.list > /dev/null

sudo apt update && sudo apt install jenkins -y

# [I] Jenkins
sudo systemctl start jenkins

sudo systemctl enable jenkins

Windows

1. [l Jenkins Windows Installer [TTT]
2. [IIII111 http://localhost:8080 []

2.

1. 1 Jenkins

(1] bttpy/<O0n  1P>:8080 [TTTTTTTTTTTTITITIT]
/var/lib/jenkins/secrets/initialAdminPassword []]



https://www.jenkins.io/download/

2. [T
[0 ‘“Install suggested plugins"[TT]  Git[] Pipeline (IT111T1

3. [T
(LTI

3.

(01 Manage Jenkins > Plugins[IITIIIT]

4.,
il

Git[TIIT11T]
Pipeline[ITITIIIT]
Docker[ITIIIIII]

Blue Ocean[[TTTTIIITITIII
SSH Agent[ITTTTTIT]

L[TTITIT]

1. [I11 > [I] "Freestyle project"[]
2. [0 Git[Mm 0O
e [] "Source Code Management" [IT] Git[IT11] URL[T]  https://github.com/your-
repo.git []]
e [II11] GitHub T /000  SSH [IIT]
3. 110 0
e [IT111 H/5 ****[T] ST
e GitHub Webhook[TT]  GitHub [TTIT1T] Webhook URL[] http://<Jenkins-
IP>:8080/github-webhook/ [T]
4. 11 0

[

e [T1 Shell [T1T] mvn clean package [T1T]

2[] Pipeline [TTI11]

1. 110 > [I] "Pipeline"[]
2. [1 Pipeline [TTITTITIITT]

pipeline {
agent any
stages {

stage('Checkout’) {

Docker [1T]



steps {
git 'https://github.com/your-repo.git'

}
stage('Build") {
steps {

sh 'mvn clean package'

}
stage('Test') {
steps {

sh 'mvn test'

}
stage('Deploy') {
steps {
sh 'docker build -t myapp .'
sh 'docker push myrepo/myapp'

5. Docker [| Kubernetes

Docker []]
1. I Jenkins (11110 Docker[IT]  Jenkins [I11] docker [T]

sudo usermod -aG docker jenkins

sudo systemctl restart jenkins

2. ] Pipeline (1T Docker [IT]

stage('Docker Build') {
steps {
script {
docker.build("myapp:${env.BUILD_ID}").push()



Kubernetes []

1. [] Kubernetes CLI (kubectl) [TT] ~/.kube/config []
2. [II Pipeline 111
stage('Deploy to k8s') {
steps {
sh 'kubectl apply -f k8s/deployment.yaml’

6.

GitHub Webhook

1. ] GitHub[J] > Settings > Webhooks [TTT]
e Payload URL: http://<Jenkins-IP>:8080/github-webhook/
e Content type: application/json
2. [ Jenkins [T1117] "GitHub hook trigger for GITScm polling"[]

Jenkinsfile[TTTTIT]

1. [III1111 Jenkinsfile [TTTTIT]
2. Jenkins [I1TJ "Pipeline script from SCM"[TTITITITIT]

7.

e [I111 0

(T T
e (1111 0

Manage Jenkins > Configure Global Security[T]] "Role-Based Strategy"[]
e [ [

(111 /var/lib/jenkins [TT]




8.

e [IIT] i

sudo chown -R jenkins:jenkins /var/lib/jenkins

e [TITIT] 0
[0 Jenkins [IT111J Manage Jenkins > Plugin Manager > Advanced[]]]

Update Site [TTT1TT]
e 1111 0
[0 Jenkins [11]

sudo systemctl edit jenkins
# 1] Environment="JENKINS_PORT=8081"

sudo systemctl restart jenkins

e [TIT] 11 Docker [TTIIIIILI Jenkins[]
o [IT] (1] Pipeline [TTTTTTTITTTIIIIT]
e (111 [0 Docker/K8s[] GitHub Webhook [TTTTTT]
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