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2. 1111

2.1 JWT

10

composer require firebase/php-jwt Icobucci/jwt

JWT (11

<?php

namespace App\Services\Auth;

use Firebase\|WT\|WT;
use Firebase\|WT\Key;

class JwtService
{
private $secretKey;

private $algorithm = 'HS256";

public function __construct(string $secretkKey) {

$this->secretkey = $secretKey;

public function generateToken(array $payload, int $expire = 3600): string
{
$issuedAt = time();
$payload +=[
'lat' => $issuedAt,
'exp' => $issuedAt + $expire,
'iss' => 'your-auth-service',

'‘aud' => 'your-microservices'

return JWT::encode($payload, $this->secretKey, $this->algorithm);



public function validateToken(string $token): ?array

{
try {
$decoded = JWT::decode($token, new Key($this->secretKey, $this->algorithm));
return (array)$decoded;
} catch (\Exception $e) {
return null;
}
}
}
2.2
RBAC ([TITTITIT] ) 0111

CREATE TABLE "users™ (
"id" bigint PRIMARY KEY AUTO_INCREMENT,
“username’ varchar(255) UNIQUE NOT NULL,
“password_hash’ varchar(255) NOT NULL

);

CREATE TABLE “roles™ (
id" int PRIMARY KEY AUTO_INCREMENT,
“name’ varchar(255) UNIQUE NOT NULL,
“description” varchar(255)

)

CREATE TABLE "user_roles™ (
“user_id" bigint,
“role_id" int,
PRIMARY KEY (“user_id", “role_id")
);

CREATE TABLE “permissions” (
id" int PRIMARY KEY AUTO_INCREMENT,
“name’ varchar(255) UNIQUE NOT NULL,
“description” varchar(255)

)



CREATE TABLE "role_permissions” (
“role_id" int,
“permission_id" int,
PRIMARY KEY ("role_id", “permission_id")
);

[LI110

<?php

namespace App\Services\Auth;

class PermissionService

{
private $pdo;

public function __construct(\PDO $pdo) {
$this->pdo = $pdo;

public function userHasPermission(int $userld, string $permission): bool
{
$stmt = $this->pdo->prepare("
SELECT COUNT(*)
FROM user _roles ur
JOIN role_permissions rp ON ur.role_id = rp.role_id
JOIN permissions p ON rp.permission_id = p.id
WHERE ur.user_id = :userld AND p.name = :permission

")

$stmt->execute([
":userld' => $userld,
":permission' => $permission

D;

return $stmt->fetchColumn() > 0;

public function getUserPermissions(int $userld): array

{



$stmt = $this->pdo->prepare("
SELECT p.name
FROM user _roles ur
JOIN role_permissions rp ON ur.role_id = rp.role_id
JOIN permissions p ON rp.permission_id = p.id
WHERE ur.user_id = :userld

");

$stmt->execute([":userld' => $userld]);

return $stmt->fetchAll(\PDO::FETCH_COLUMN, 0);
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<?php

namespace App\Middleware;

use Psr\Http\Message\Responselnterface;
use Psr\Http\Message\ServerRequestinterface;
use Psr\Http\Server\Middlewarelnterface;

use Psr\Http\Server\RequestHandlerinterface;

class AuthMiddleware implements Middlewarelnterface

{

private $jwtService;

private $permissionService;
public function __construct(JwtService $jwtService, PermissionService $permissionService) {

$this->jwtService = $jwtService;

$this->permissionService = $permissionService;

public function process(ServerRequestinterface $request, RequestHandlerinterface $handler):



Responselnterface

{

// 1.[I] Token

$token = $this->getTokenFromRequest($request);

if (!$token) {
return new JsonResponse(['error' => 'Token missing'], 401);

}

// 2. 1] Token

$payload = $this->jwtService->validateToken($token);

if ('$payload) {
return new JsonResponse(['error' => 'Invalid token'], 401);

}

/l 3. 1111 (T )

$requiredPermission = $request->getAttribute('route')->getArgument('permission');

if ($requiredPermission &&
I$this->permissionService->userHasPermission($payload['user_id'], $requiredPermission)) {
return new JsonResponse(['error' => 'Forbidden'], 403);

}

/1 4. I

$request = $request->withAttribute('auth_user', $payload);

return $handler->handle($request);

}

private function getTokenFromRequest(ServerRequestinterface $request): ?string

{
$header = $request->getHeaderLine('Authorization');
if (preg_match('/Bearer\s(\S+)/', $header, $matches)) {

return $matches[1];

return $request->getQueryParams()['token'] ?? null;



4. [T1111

4.1

<?php
namespace App\Controller\Auth;

use App\Services\Auth\JwtService;
use App\Repository\UserRepository;
use Psr\Http\Message\Responselnterface;

use Psr\Http\Message\ServerRequestinterface;

class LoginController

{
private $userRepository;

private $jwtService;

public function __construct(UserRepository $userRepository, JwtService $jwtService) {
$this->userRepository = $userRepository;

$this->jwtService = $jwtService;

public function login(ServerRequestinterface $request): Responselnterface

{
$data = json_decode($request->getBody()->getContents(), true);

// 1. 1117
if (empty($data['username']) || empty($data['password'])) {

return new JsonResponse(['error' => 'Invalid credentials'], 400);

/1 2. M0

$user = $this->userRepository->findByUsername($data['username']);



if ('$user || !password_verify($data['password'], $user['password_hash'])) {

return new JsonResponse(['error' => 'Invalid credentials'], 401);

// 3.0 JWT

$token = $this->jwtService->generateToken([
'user_id' => $userf'id'],
'username' => $user['username']

D;

// 4. 110

return new JsonResponse([
'token' => $token,
'expires_in' => 3600,
'token_type' => 'Bearer’

D;
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$serviceToken = $jwtService->generateToken([
'service_name' => 'order-service',
'scope' => ['internal']

1, 86400 * 365); // (TITITITT

/1 T
$response = $httpClient->request('GET’, 'http://user-service/api/users', [
'headers' => [
'Authorization' => 'Bearer ' . $serviceToken,

'X-Service-Auth' => 'order-service'



5.2
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class CachedPermissionService extends PermissionService

{
private $redis;

private $ttl = 3600;

public function __construct(\PDO $pdo, \Redis $redis) {
parent:: _construct($pdo);

$this->redis = $redis;

public function getUserPermissions(int $userld): array

{

$cacheKey = "user_permissions:$userld";

if ($this->redis->exists($cacheKey)) {

return json_decode($this->redis->get($cacheKey), true);

$permissions = parent::getUserPermissions($userld);

$this->redis->setex($cacheKey, $this->ttl, json_encode($permissions));

return $permissions;

6. [ITIT1

6.1




class JwtServiceWithBlacklist extends JwtService

{

private $redis;

public function __construct(string $secretKey, \Redis $redis) {
parent::__construct($secretKey);

$this->redis = $redis;

public function invalidateToken(string $token, int $expire): void

{
$payload = $this->validateToken($token);

if ($payload) {
$jti = $payload['jti'] ?? md5($token);

$this->redis->setex("jwt_blacklist:$jti", $expire, '1');

public function validateToken(string $token): ?array

{
$payload = parent::validateToken($token);

if ($payload) {
$jti = $payload['jti'] ?? md5($token);
if ($this->redis->exists("jwt_blacklist:$jti")) {

return null;

return $payload;

6.2

class RateLimitMiddleware implements Middlewarelnterface

{

private $redis;




public function __construct(\Redis $redis) {

$this->redis = $redis;

public function process(ServerRequestinterface $request, RequestHandlerinterface $handler):
Responselnterface

{
$ip = $request->getServerParams()['REMOTE_ADDR'];

$key = "rate_limit:$ip";
$current = $this->redis->incr($key);

if (current ===1) {

$this->redis->expire($key, 60);

if ($current > 100) {

return new JsonResponse(['error' => 'Too many requests'], 429);

return $handler->handle($request);
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