Consul [TTTTT]

Nacos [TTTT1T]

Kong [TTIIT]

Kong [TITITIIII

Kong [TTTTIITI




Consul [ HashiCorp [ITITTIITIIIITIT] (11 0 11 0 11 0
[IITTT [LITTIT] Consul [T

[T Consul [TT]

1.

# 1] Consul (Linux[1] )

wget https://releases.hashicorp.com/consul/1.15.3/consul_1.15.3_linux_amd64.zip
unzip consul_1.15.3_linux_amd64.zip

sudo mv consul /usr/local/bin/

# [TI11T]

consul agent -dev -client 0.0.0.0

[ http://<IP>:8500 []] Web Ul

2.
[ITTITIT] 3

# [T

consul agent -server -bootstrap-expect=3\

-data-dir=/tmp/consul \
-node=serverl \
-bind=192.168.1.101 \
-ui '\

-client=0.0.0.0



# [T

consul agent -server -data-dir=/tmp/consul \
-node=server2 \
-bind=192.168.1.102 \
-join=192.168.1.101

[LIIT]

consul agent -data-dir=/tmp/consul \
-node=clientl \
-bind=192.168.1.201 \
-join=192.168.1.101

3. Docker

docker run -d --name=consul \
-p 8500:8500 \
-p 8600:8600/udp \

consul agent -server -ui -bootstrap-expect=1 -client=0.0.0.0

1.

[I] /etc/consul.d/web.json []

{
"service": {
"name": "web",
"port": 8080,
"checks": [
{
"http": "http://localhost:8080/health",



"interval": "10s"

}

consul reload

0 API[]

curl --request PUT \
--data @web.json \

http://localhost:8500/v1/agent/service/register

2.

DNS [T]

dig @127.0.0.1 -p 8600 web.service.consul

HTTP API [T]

curl http://localhost:8500/v1/catalog/service/web

3.

# 1]

consul kv put config/web/max_conns 25

#

consul kv get config/web/max_conns

# 111 KV

consul kv export > backup.json



consul monitor

1. [O1In 0

consul agent -server -datacenter=dcl ...

consul agent -server -datacenter=dc2 ...

2.ACLOID [

# 11 ACL

consul acl bootstrap

3. [T O

consul tls ca create

consul tls cert create -server

4. (111 0
e [[] Prometheus

e [[] Grafana [I]]

1. [IITITIT] u

consul members

consul operator raft list-peers

2. 11111 a

consul catalog services

consul monitor -log-level=debug

3. 1M i



consul operator raft stats

# 111111
consul leave
# [T

consul agent -config-dir=/etc/consul.d

(T Consul [ITT]  Consul
IENRRNRNRRNRNERNRNERNRNERNRREREEEEE




Nacos [T T T T T T
Nacos [TTTTITTTIT]

[T Nacos []]]

1.
1.1 [JTIT]

# 110

wget https://github.com/alibaba/nacos/releases/download/2.2.3/nacos-server-2.2.3.tar.gz

tar -zxvf nacos-server-2.2.3.tar.gz

cd nacos/bin

# [0 Linux/Mac[]

sh startup.sh -m standalone

# Windows

startup.cmd -m standalone

[T]  http://localhost:8848/nacos ([T]T] nacos/nacos)

1.2 Docker [T]

docker run --name nacos-standalone -e MODE=standalone -p 8848:8848 -d nacos/nacos-server:v2.2.3

2.




2.1 3[I1

# (TIIIIII1I0 conf/cluster.conf
192.168.1.101:8848

192.168.1.102:8848
192.168.1.103:8848

2.2 [IT11T] MySQL[]

# [1111
CREATE DATABASE nacos_config CHARACTER SET utf8mb4;

# (11110
USE nacos_config;

SOURCE conf/nacos-mysql.sql

2.3 [IT111]

# conf/application.properties

spring.datasource.platform=mysql

db.num=1
db.url.0=jdbc:mysql://127.0.0.1:3306/nacos_config?characterEncoding=utf8&connectTimeout=1000&socketTim
eout=3000&autoReconnect=true

db.user=root

db.password=yourpassword

2.4 1111

# [T
sh startup.sh

1.

1.1 Spring Cloud [T]



<!-- pom.xml -->

<dependency>
<groupld>com.alibaba.cloud</groupld>
<artifactld>spring-cloud-starter-alibaba-nacos-discovery</artifactld>
<version>2022.0.0.0</version>

</dependency>

# application.yml
spring:
cloud:
nacos:
discovery:

server-addr: 127.0.0.1:8848

1.2 [TT111]

curl -X POST 'http://127.0.0.1:8848/nacos/v1/ns/instance?serviceName=example-
service&ip=192.168.1.100&port=8080"

2.
2.1 11T

1. (11111 = [I11] = [111]
2. 110
e Data ID: example.properties
e Group: DEFAULT_GROUP
e [11T] : Properties
e 11

server.port=8080
spring.datasource.url=jdbc:mysql://localhost:3306/test

2.2 Spring Boot [T1T]

@RefreshScope
@RestController

public class ConfigController {



©@Value("${server.port}")
private String port;

@GetMapping("/config")
public String getConfig() {

return port;

3.
3.1 [IT111

1.1 -mno adil
2. 1111 IDIIT]

3.2 (11111

spring:

cloud:
nacos:
config:
namespace: your-namespace-id

group: YOUR_GROUP

1. [11m g

e (I 311

e (IIT1  MySQLI
2. 1110 0

# conf/application.properties
nacos.core.auth.enabled=true
nacos.core.auth.system.type=nacos
nacos.core.auth.server.identity.key=yourkey

nacos.core.auth.server.identity.value=yourvalue



3. IO [l
e [T] Prometheus
e [ITITIITIT

4. 111 [
e [TITI MySQLT]
e [IIITT]

1. [O1ITl O

# [I1 Nacos[IIT]
curl http://127.0.0.1:8848/nacos/v1/ns/service/list

# [

tail -f logs/nacos.log

2. [T a

e [[] namespace[] group[I1]

e [IIIT11

e [IIIII1I0 @RefreshScope[T]
3. 11 i

# [0 VMO
JAVA_OPT="${JAVA_OPT} -Xms2g -Xmx2g -Xmn1lg"

# 1. [II1111

# 2. 1111

sh shutdown.sh
# 3. [II11

# 4. (11110

sh startup.sh

(ITITTIITIT Nacos[TTTTITTIIT] Nacos
O T T T T T T




Kong [T (API 1] )M Kong [TTTTITIT]

1.[I] Kong

[] Linux

Ubuntu/Debian

# [ Kong 1]

sudo apt-get update

sudo apt-get install -y apt-transport-https curl

echo "deb https://kong.bintray.com/kong-deb "Isb_release -sc’ main" | sudo tee -a /etc/apt/sources.list
curl -o bintray.key https://bintray.com/user/downloadSubjectPublicKey?username=nbintray

sudo apt-key add bintray.key

sudo apt-get update

# [ Kong
sudo apt-get install -y kong

CentOS/RHEL

# [ Kong[IJ

sudo yum install -y wget

wget https://bintray.com/kong/kong-rpm/rpm -O bintray-kong-kong-rpm.repo
sudo mv bintray-kong-kong-rpm.repo /etc/yum.repos.d/

sudo yum update -y

# [ Kong



sudo yum install -y kong

Docker

# 11 Docker[T]

docker network create kong-net

# [I1 PostgreSQL 1]

docker run -d --name kong-database \
--network=kong-net \
-p 5432:5432\
-e POSTGRES_USER=kong \
-e POSTGRES_DB=kong \
-e POSTGRES_PASSWORD=kong \
postgres:9.6

# (111110
docker run --rm\
--network=kong-net \
-e "KONG_DATABASE=postgres" \
-e "KONG_PG_HOST=kong-database" \
-e "KONG_PG_PASSWORD=kong" \

kong:latest kong migrations bootstrap

#[11 Kong

docker run -d --name kong \
--network=kong-net \
-e "KONG_DATABASE=postgres" \
-e "KONG_PG_HOST=kong-database" \
-e "KONG_PG_PASSWORD=kong" \
-e "KONG_PROXY_ACCESS_LOG=/dev/stdout" \
-e "KONG_ADMIN_ACCESS_LOG=/dev/stdout" \
-e "KONG_PROXY_ERROR_LOG=/dev/stderr" \
-e "KONG_ADMIN_ERROR_LOG=/dev/stderr" \
-e "KONG_ADMIN_LISTEN=0.0.0.0:8001, 0.0.0.0:8444 ss|" \
-p 8000:8000 \
-p 8443:8443\
-p 8001:8001 \



-p 8444:8444 \

kong:latest

2.[]] Kong

[Tl /etc/kong/kong.conf [TTTTTIT]

# (1111

KONG_DATABASE=postgres # [] cassandra
KONG_PG_HOST=localhost
KONG_PG_PORT=5432
KONG_PG_USER=kong
KONG_PG_PASSWORD=kong
KONG_PG_DATABASE=kong

# (111
KONG_PROXY_LISTEN=0.0.0.0:8000, 0.0.0.0:8443 ssl
KONG_ADMIN_LISTEN=0.0.0.0:8001, 0.0.0.0:8444 ssl

kong migrations bootstrap [-c /path/to/kong.conf]

Kong

kong start [-c /path/to/kong.conf]

3. [111

(11 Kong [II11]




curl -i http://localhost:8001/

[LIT] Kong [TTT1T]

4. [1T11

curl -i -X POST \
--url http://localhost:8001/services/ \
--data 'name=example-service'\

--data 'url=http://mockbin.org'

curl -i -X POST \
--url http://localhost:8001/services/example-service/routes \

--data 'hosts[]=example.com'

curl -i -X GET \
--url http://localhost:8000/ \

--header 'Host: example.com'

S. [TTTTIT]

. [0 PostgreSQL 1] [T

.M Kong[[] [ Kong OIIIIIITT]

. [0 TLSO@ SSL[I

. 111 11 Prometheus [] Datadog [[] Kong
- I NERNNNRRRRNNNNE

(IIIITT] [0 Kong [TITITITIT]

o Uk~ WNBH



. [Tl

Kong [TTTTTITITITITITITIT

e [[1 [ Keycloak, JWT, OAuth2, Basic Auth

e [T] [] CORS, IP Restriction, Bot Detection

o [11T] 0 Rate Limiting, Request Size Limiting
e [T] [ Prometheus, Datadog

e [T] [] File Log, HTTP Log, TCP Log

HINRRRNNNRRRRNEND Kong[TITTTTIITTIT] Kong [IT1T]




Kong [(ITITTITIT] RESTful Admin APITTITITIIIIIT (GUDITITID Kong

1. Konga - []] Kong GUI

Konga

Konga [TTT1T] Kong [TITTTITITITI API ITITIT]

[I] Docker[J]] Konga

# [ PostgreSQL 1111 Konga (OTIITTIIIIT )
docker run -d --name konga-database \

--network=kong-net \

-p 5433:5432\

-e POSTGRES_USER=konga \

-e POSTGRES_DB=konga \

-e POSTGRES_PASSWORD=konga \

postgres:13

# [0 Konga [I1]
docker run --rm\
--network=kong-net \

pantsel/konga:latest -c prepare -a postgres -u postgres://konga:konga@konga-database:5432/konga

# [ Konga
docker run -d -p 1337:1337 \
--network=kong-net \

-e "DB_ADAPTER=postgres" \



-e "DB_URI=postgres://konga:konga@konga-database:5432/konga" \
-e "KONGA_HOOK TIMEOUT=120000"\

-e "NODE_ENV=production" \

--name konga \

pantsel/konga:latest

[I] Konga
[I1  http://localhost:1337 [TTTTIITIIIIIIT

Konga [] Kong

1. (1110 "CONNECTIONS" —» "NEW CONNECTION"
2. [I1 Kong Admin URL ([TT] http://kong:8001 [] http://localhost:8001 )
3. [ "CONNECT"

2. Kong Manager ([T] )

Kong [TTTITITITITI Kong Manager[ITITT]

e I API[I]

Kong

# [TIT111]

sudo apt-get install ./kong-enterprise-edition-*.deb

3. IIIT1T1

Kong Dashboard



# [ npm [

npm install -g kong-dashboard

# [
kong-dashboard start --kong-url http://localhost:8001

# [T1111]
kong-dashboard start \

4. [TITT1T11

--kong-url http://kong:8001 \
--port 8080 \

--basic-auth userl=passwordl user2=password?2

m Konga
D]:D v
D]:D 4
11 v
110 v
D]:D v
11 v
EDE v
|:|:|:|:|:| v
M0 v
1D X

5. [IT1T1

u b~ WN

(110 M GUI I OAuth
. [0 HTTPS[IT Nginx [] Kong [IT]
. 11 (LIIITIIT] VPN [II111]

. [IIT (1111 Konga [11T]
[ OO0 GUI I

Kong Manager

GUII] SSL

Kong Dashboard



6. [IT1T1

M 10 Konga [111] Kong

e [[1] Kong[] admin_listen [TTTIT]

o [T Docker [IT]
e [[1 Kong 11T Admin APl ( KONG_ADMIN_LISTEN )

[ 20011111

e [[1 Konga[] KONGA HOOK_TIMEOUT [III]
e [TTITITIT] PostgreSQL 11111
e (1117 Konga 11111

[0 3010

e (1111 Kong [TTTIT] Admin API [TTTTTTTT]
e [ Kong[] RBAC [TIIIIT]

[LITIITTI GUI [IIII111] Kong [TTTTTTTITITIT REST API [TT11T]




Kong [TTITITIT]

Kong

1.

APl [TIT1T Kong ITITIITIITIIIII

(Basic Authentication)

curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=basic-auth" \

--data "config.hide_credentials=true"

curl -X POST http://localhost:8001/consumers \

--data "username=johndoe"

curl -X POST http://localhost:8001/consumers/johndoe/basic-auth \

--data "username=john" \

--data "password=doe"

curl -i -X GET http://localhost:8000/{route-path} \

-H "Authorization: Basic $(echo -n 'john:doe' | base64)"

2. JWT

(JSON Web Tokens)



JWT

curl -X POST http://localhost:8001/services/{service}/plugins \
--data "name=jwt" \
--data "config.claims_to_verify=exp" \

--data "config.key_claim_name=kid"

curl -X POST http://localhost:8001/consumers \

--data "username=jwt-user"

JWT

curl -X POST http://localhost:8001/consumers/jwt-user/jwt

JWT

curl -i -X GET http://localhost:8000/{route-path} \

-H "Authorization: Bearer <JWT_TOKEN>"

3. OAuth?2 []

OAuth?2

curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=o0auth2" \

--data "config.enable_authorization_code=true" \
--data "config.enable_client_credentials=true" \
--data "config.mandatory_scope=true" \

--data "config.scopes=email,phone,address" \

--data "config.token_expiration=7200"



curl -X POST http://localhost:8001/consumers \

--data "username=oauth2-user"

OAuth?2

curl -X POST http://localhost:8001/consumers/oauth2-user/oauth2 \

--data "name=MyApp" \

--data "redirect_uris=http://myapp.com/callback" \
--data "client_id=CLIENT_ID" \

--data "client_secret=CLIENT_SECRET"

curl -X POST http://localhost:8000/{route-path}/oauth2/token \
--data "grant_type=client_credentials" \
--data "client_id=CLIENT _ID" \
--data "client_secret=CLIENT_SECRET" \

--data "scope=email"

4. Keycloak [T] (OpenlID Connect)

OIDC

curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=openid-connect" \

--data "config.issuer=https://keycloak.example.com/auth/realms/myrealm" \
--data "config.client_id=CLIENT _ID" \

--data "config.client_secret=CLIENT_SECRET" \

--data "config.auth_methods=authorization_code,bearer" \

--data "config.scopes=openid,profile,email" \

--data "config.redirect_uri=https://myapp.com/callback"



5. ACL [1T]

ACL

curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=acl" \
--data "config.allow=groupl,group2" \

--data "config.hide_groups_header=true"

ACL []

curl -X POST http://localhost:8001/consumers/{consumer}/acls \

--data "group=groupl"

6. [ITIT1

Kong [TTTTIITIITIII

# (1111
curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=basic-auth"

#M JWTOM
curl -X POST http://localhost:8001/services/{service}/plugins \
--data "name=jwt" \

--data "config.anonymous=<anonymous-consumer-id>"

7. [II11]




curl -X POST http://localhost:8001/services/{service}/plugins \
--data "name=key-auth" \

--data "config.anonymous=<anonymous-consumer-id>"

(CORS)

curl -X POST http://localhost:8001/services/{service}/plugins \

--data "name=cors" \

--data "config.origins=*"\

--data "config.methods=GET,POST" \

--data "config.headers=Accept,Authorization" \

--data "config.credentials=true"

curl -X POST http://localhost:8001/services/{service}/plugins \
--data "name=rate-limiting" \
--data "config.minute=5"\

--data "config.policy=Ilocal"

8. [IITTIT]

. [ WAFII] Web [IIIITITT
- (LI

1. [ HTTPSIIIIIIIIIN

2. 110 MmO JWT I OAuth2 [T
3. 10 LTI

4. I (IITITTTT]

5

6

9. [II1




e [I1 Kong [IIT]

(1T 2[] JWT 1]

11 3[] OAuth2 [11T]
e [I1 redirect_uri 1171
e [ITIT1] 1D 1]
o (I

(T API [IT1T]




